ABSTRACT In this paper, we investigate the secure transmission of wireless relaying systems with multidestinations and an eavesdropper (Eve) in Nakagami-m fading channels. To protect the confidential message from leaking to the Eve, an intentional interference is sent from a selected destination. We propose two jammer selection schemes under two typical communication scenarios: 1) the channel state information (CSI) of the Eve is unknown, where a jammer is selected based on the CSI between the selected legitimate receiver and the other destination users and 2) the CSI of the Eve is available, where a jammer is selected based on the CSI between the Eve and the other destination users. To assess the performance of the two proposed schemes, we first derive the exact closed-form expressions of intercept probability and outage probability to evaluate the security and the reliability of the system, respectively. In addition, to evaluate the security and reliability as a whole, we propose a new definition of the security-reliability tradeoff, which allows us to easily optimize the power allocation and improve the performance. Finally, simulation results are provided to verify the availability of the proposed schemes.
I. INTRODUCTION
With the development of wireless communication techniques, attention has been shifted to information security due to the broadcasting nature of the wireless environment. As an alternative to cope with the security issue, physical (PHY) layer security, or information-theoretic security, has been proposed as a new secure transmission technique by exploiting the dynamic physical characteristics of wireless channels [1] , [2] .
As proven in [3] , perfect secrecy can be achieved when the quality of the main channel is superior to that of the wiretap channel. Hence, in recent years, PHY studies on enhancing the quality of wireless channels from the perspective of information theory and signal processing have been broadly investigated in the literature [4] - [6] . One typical signal processing method to improve the security of wireless communication networks is the multiple-antenna technique [5] . In multiple antenna systems, beamforming and transmit antenna selection (TAS) are two effective schemes that can also be used to improve security. To further reduce the implementation cost of these two schemes, a general n-th order selection achieves a much greater focus [6] . Motivated by this development, the authors in [7] - [9] investigated the performance of relaying networks with the general nth order selection for relays and users. Unlike [9] , in this paper, we consider a more general channel model, i.e., Nakagami-m fading, and introduce intentional interference to improve the security of wireless relaying networks.
The key idea of artificial noise (AN) or interference is to impair the channel quality of eavesdropper (Eve) while not or only partially affecting the main channels [10] . Specifically, in [10] , with multi-antenna transmitter and cooperative relays available, the AN was first designed to confuse the Eve's channel quality. Motivated by [10] , a number of studies have been devoted to AN transmission under both fast and slow fading channels, where the ergodic secrecy rate and secrecy outage probability were used as the performance metric [11] - [13] . More recently, in [14] , the authors investigated the optimal power allocation between the information message and the interference signal to maximize the effective secrecy throughput in multiple-input single-output (MISO) wiretap channels. In [15] , without the assumption of orthogonality, the authors proposed a generalized AN scheme to maximize the secrecy rate with the constraint of secrecy outage probability.
In recent years, a novel approach, where AN is generated by the legitimate full duplex (FD) receiver, has concerned researchers [16] , [17] . However, when the nodes are restricted to only one antenna, an alternative approach is to employ external nodes, which can be relays or destinations, to collaboratively send jamming signals. For example, the cooperative jamming (CJ) schemes operated at relays or destinations have been extensively studied in [18] - [21] . In [18] , an opportunistic selection scheme was proposed to choose one relay to forward a confidential message and the other one to disrupt the Eve. In [19] , an algorithm was designed to obtain the optimal CJ relay beamforming to improve the secrecy rate. According to the channel coefficients between the legitimate nodes and the Eves, the authors in [20] proposed three different relay and jammer selection schemes. In contrast, using the destination and source as jammers, three types of outageoptimal jamming power allocation schemes were designed in [21] .
In this paper, we consider a multi-user relaying network, where all terminals are equipped with a single antenna and operate in the half-duplex (HD) mode. Nonetheless, inspired by previous research, by exploring the CSIs of the D → D (channels between the selected receiver and other destination users) and D → E (channels between the rest of the destination users and the Eve) channels, two efficient jamming schemes are proposed to improve the security-reliability tradeoff (SRT) of the system. Specifically, we derive the exact closed-form expressions of the intercept probability (IP) and the outage probability (OP) of the proposed schemes to evaluate security and reliability, respectively. However, the traditional metric of evaluating the SRT is not easy to use to extract important information about system parameters. Motivated by this, we propose a new metric to evaluate the entire security-reliability tradeoff (NSRT). More specifically, from the new defined tradeoff, the power allocation between the confidential message and the jamming signal can be easily optimized to maximize NSRT performance. The main contributions of this paper are summarized as follows:
• For the two typical scenarios, where the CSI of the wiretap channel is perfectly known or not, we design two CJ schemes at the destination users based on the CSIs of D → D channels and D → E channels, respectively.
• We derive the exact closed-form expressions of the outage probability and the intercept probability for the two proposed CJ strategies in independent and non-identical Nakagami-m fading channels, which enables us to evaluate the reliability and security of the considered system. • A new performance metric is defined to evaluate the security and reliability of the system as a whole, from which the power allocation is optimized to maximize the NSRT performance of the system.
Notably, the traditional SRT of wireless communication networks has been broadly investigated in [22] - [27] . The definition of SRT was first established in [22] and [23] , where the security and reliability are characterized by IP and OP, respectively. Unlike the traditional SRT definition with IP vs. OP [24] - [27] , in this paper, we propose a new metric to assess the entire SRT. Importantly, a larger value of the new metric represents a more secure transmission scheme.
The remainder of this paper is organized as follows. In Section II, we describe the system model and user selection schemes, which consist of the desired destination user selection and jamming user selection. Section III presents a set of statistical properties and new analytical expressions for the outage probability and intercept probability of the proposed schemes. In Section IV, we define a new metric to evaluate the SRT as a whole and investigate the optimal power allocation. Numerical results and discussions are provided in Section V. Finally, Section VI concludes the paper.
Notation: The probability density function (PDF) and cumulative distribution function (CDF) of a random variable (RV) X are denoted as f X (·) and F X (·), respectively. The symbol |·| F denotes the module value, and E [·] is the expectation.
II. SYSTEM MODEL AND USER SELECTION
A. SYSTEM MODEL Let us consider a network as shown in Fig. 1 , where source S intends to transmit confidential messages via a decode-andforward (DF) relay R to the destinations with the presence of an Eve. Here, all N destinations D n (n = 1, 2, · · · , N ) grouped at cluster D are willing to receive the message from the relay. Assuming that the direct links of S → D and S → E are not available because of shadow fading, without loss of generality, the relay can perfectly decode the source messages as in [9] and [28] . In addition, the CSIs of the main channels are assumed to be perfectly known at the relay.
Noteworthy, all the channels among the different nodes are characterized by independent non-identical distributed Nakagami-m fading. We assume that g n (n = 1, 2, · · · , N ) is the channel fading coefficient between the relay and the n-th user with fading severity parameter m 1 ,
is the channel fading coefficient between the desired receiver and the i-th remaining user with fading severity parameter m 2 , h R is the channel fading coefficient between the relay and the Eve with fading severity parameter m 3 , and h i (i = 1, 2, · · · , N − 1) is the channel fading coefficient between the i-th remaining user and the Eve with fading severity parameter m 4 .
Next, we will discuss two selection schemes, where one desired destination user for receiving and one user for jamming are selected.
B. DESIRED RECEIVER USER SELECTION
In this subsection, we adopt the general-order selection criterion to select the desired destination user, where the k-th best destination user is selected to receive the message forwarded by the relay R. Similar to [6, eq. (2)], in terms of the main channel coefficients, the index of the selected receiver, k * , is given by
where k th arg max (·) aims to select the k-th best user.
For the Nakagami-m fading, the PDF and CDF of the channel gain are, respectively, expressed as
and
where m and α are the fading severity parameter and the average power gain of the channel, respectively. With (2) and (3), the PDF and CDF of the channel gain between the relay and the n-th user, i.e., f |g n | 2 (x) and F |g n | 2 (x), can be easily obtained with m = m 1 and α = α 1 , where α 1 = E |g n | 2 . Then, we have the following important Lemma.
Lemma 1: The exact PDF and CDF of the desired main channel gain are given by
n q , and
with n 0 = N + n − k and n m 1 = 0.
Proof: See Appendix A.
C. COOPERATIVE JAMMER SELECTION
In this paper, two jamming schemes are proposed to improve secure transmissions based on the CSI of the main channels or wiretapping channels. First, we present a set of useful statistical properties for subsequent derivations. Then, we investigate the performance of the two jamming user selection schemes in detail.
1) SCENARIO I: THE CSI OF THE WIRETAP CHANNEL IS UNKNOWN
In this subsection, we concentrate on the scenario where the Eve channel is unknown. In this case, an alternative approach is to use the known D → D channels to select the friendly jammer. Among the remaining destination users, we dedicate to find a jammer who has the least effect on the desired receiver. Hence, the index of the selected jamming user, J * , is given by
Then, the exact PDF of random variable |f J * | 2 is derived as follows. Lemma 2: The PDF of |f J * | 2 can be expressed as
where
v q , and Proof: See Appendix B.
2) SCENARIO II: THE CSI OF THE WIRETAP CHANNEL IS AVAILABLE
Since the wiretap channels are available, an appropriate approach to cope with the wiretap issue is to exploit the VOLUME 5, 2017
D → E channels. As such, the index of the selected jammer is given by
Next, with the knowledge of the PDFs and CDFs of the D → E channel gains, the PDF of the largest order statistics for |h J | 2 can be derived in the following lemma.
u q , and (12) with u 0 = m and u m 4 = 0.
Proof: See Appendix C.
III. PRELIMINARIES FOR THE PERFORMANCE ANALYSIS
It is important to note that neither the receiver nor Eve can completely eliminate the interference caused by the cooperative jammer. Therefore, the instantaneous signal to interference and noise ratio (SINR) of the main channel and the Eve channel can be, respectively, written as
where P S and P I denote the transmit power of the information-bearing signal and jamming signal, respectively. σ 2 D and σ 2 E are the noise variances at the desired receiver and the Eve, respectively. Using Shannon's Theorem, the main and wiretap channel capacities can be formulated as C d = 1 2 log 2 (1 + γ D ) and C e = 1 2 log 2 (1 + γ E ), respectively, where the pre-log factor 1 2 is due to the half-duplex relay. Then, building on the ideas of [22] , we qualify the reliability by the outage probability and the security by the intercept probability which are, respectively, defined as
where R is a given rate. To obtain the exact closed-form expressions of IP and OP, we derive, in the following, the CDF of γ D and γ E evaluated at γ = γ th , i.e., F γ D (γ th ) and F γ E (γ th ), where γ th = 2 2R − 1.
A. THE CSI OF THE WIRETAP CHANNEL IS UNKNOWN
As indicated in the system model, the main channels and D → D channels are mutually independent. Hence, the double integral expression of the CDF of γ D in scenario I is
To derive the above integrals, we first evaluate the inner integral by applying integration by parts, then we substitute (5) and (8) into the integral. After performing some simple arithmetical operations, a modified expression for (17) is shown in theorem 1.
Theorem 1: The exact closed-form expression of F γ D (γ th ) for scenario I is derived as
Similar to (17) and using the identical steps, we also obtain an integral expression of F (1) γ E (γ th ) as
where f |h D | 2 (·) is the PDF of the channel gain between the selected jammer and the Eve. The above integral expression can be further derived in the following theorem.
Theorem 2: The exact closed-form expression of F γ E (γ th ) in scenario I is given as (19) , the desired result can be easily obtained after some simple mathematical manipulations.
B. THE CSI OF THE WIRETAP CHANNEL IS AVAILABLE
In this subsection, we turn our attention to deriving the CDF of γ D and γ E in scenario II. Using the identical process as in Subsection A, we first obtain the initial expressions of F (2) γ D (γ th ) and F (2) γ E (γ th ) , i.e.,
where f |f | 2 (·) is the PDF of the channel gain between the selected jammer and the desired receiver.
Next, we substitute (2) with m = m 2 and α = α 2 and (5) into (21), whereas substituting (3) with m = m 3 and α = α 3 and (11) into (22) ; then, the above integral expressions can be further derived in the subsequent theorems. 
Theorem 3: The exact closed-form expression of F
γ E (γ th ), to quantify the security and reliability, respectively.
IV. NSRT AND POWER ALLOCATION
This section mainly focuses on the NSRT metric from which the performance of the proposed jammer selection schemes is analyzed and compared. Furthermore, the power allocation between the source message and the jamming signal is optimized to improve the performance of the proposed schemes.
A. NSRT
Different from the conventional SRT that separately evaluates the IP and OP, in this paper, we propose a new metric to evaluate the security-reliability tradeoff as a whole. For physical significance, the new metric is to enhance the probability that the messages cannot be intercepted as far as possible with the guarantee of a reliable transmission of the main channel. For notation convenience, we use as a shorthand to represent the metric, whose formula is expressed as
Now, along with the derived OP and IP, we can easily obtain from (25) , which also suggests that a higher indicates a more secure transmission. Additionally, in contrast to the traditional definition of SRT in [24] and [25] , the new definition in (25) enables us to evaluate the entire SRT for different schemes. Hence, it is convenient to analyze the effect of key parameters on system performance.
B. OPTIMAL POWER ALLOCATION
In this subsection, to further improve the NSRT performance, the power allocation is optimized based on (25) .
Without loss of generality, we assume that the total power is restricted to P and the power allocation factor between the confidential message and the jamming signal is w. Hence, we have P S = wP and P I = (1 − w) P. Then, we arrive at the following optimization problem:
Due to the complicated formula of the new metric, instead of deriving the closed-form expression of w, we apply the numerical results to obtain the optimal power allocation factor. VOLUME 5, 2017 FIGURE 2. NSRT performance of Scheme I.
V. SIMULATION RESULTS
In this section, we provide a series of representative simulations, performed by MATLAB, to verify our analytical results. Unless otherwise stated, the following parameters are set as follows: A. NSRT PERFORMANCE Fig. 2 plots the impact of the user selection parameter k and fading parameter of the main channel m 1 on the NSRT performance of Scheme I (the scheme for scenario I). As shown in this figure, we can see that a larger k corresponds to a higher , due to a higher secrecy diversity of the considered system. In addition, when the best destination user is selected, i.e., k = 5, increasing m 1 does not affect the NSRT performance of the considered system. However, it provides an additional gain when k = 3 and k = 1. Similar to Fig. 2 , in Fig. 3 , we find that the NSRT performance of Scheme II (the scheme for scenario II) is improved with increasing k. Moreover, when k = 5, the NSRT performance degrades as m 1 increases but improves whit k = 3 and k = 1. Furthermore, in the high SNR regime, converges to a constant value due to the effect of interference at the desired user.
In Fig. 4 , for the purpose of comparison, the conventional transmission without a cooperative jammer (labeled as Scheme III) is considered as a benchmark method, and the difference between the two proposed schemes and Scheme III in terms of NSRT performance is illustrated. Obviously, the two proposed schemes perform better than the conventional scheme. Additionally, for the given parameters in this paper, the two proposed schemes achieve the same performance at the junction points. However, Scheme I achieves better performance for the considered system than Scheme II at a lower value P. In contrast, Scheme II outperforms Scheme I in the high SNR regime. Fig. 5 shows the optimal w versus SNR for Schemes I and II with different k and N . When the SNR increases, more power should be allocated to generate interference, and the value of w opt gradually turns to a stable value. Furthermore, in the high SNR regime, Scheme I maintains a lower w opt value than Scheme II. It means that, to obtain the optimal performance at a same high SNR value, Scheme I requires more power to send interference than Scheme II. Besides, from the different color curves, the phenomenon that optimal ratio decreases as k increases can be seen, which implies that more power can be transferred from transmitting the source information to strengthen the interference. In particular, Schemes I and II have identical effects when the system has only two legitimate users. This typical case is verified by the middle coincident curves.
B. OPTIMAL POWER ALLOCATION
In Fig. 6 , Schemes I and II with the conditions of w = 0.5 and w = w opt are compared where N = 5, k = 3, and m 1 = 2. Firstly, the figure intuitively presents that both the proposed schemes with the optimal power allocation achieve better NSRT performance of the considered system than that with the equal power allocation, especially in the high SNR regime. Moreover, comparing the performance improvement of Schemes I and II, we can observe that Scheme I benefits more from the optimal power allocation than Scheme II. In addition, when w = w opt , we find that the curves keep growing as P increases, then tend to be fixed in the high SNR regime (consistent with the phenomenon in Fig. 5 ), which indicates that, the proposed CJ schemes with the optimal power allocation can achieve the best performance of the considered system in the high SNR regime.
VI. CONCLUSIONS
In this paper, we have investigated the secrecy performance of a multi-user relaying network, where each node is equipped with only a single antenna. To confuse the Eve from intercepting the source message, we proposed two artificialinterference-aided transmission schemes according to the CSI of the main channel or wiretap channel. Specifically, new exact closed-form expressions of OP and IP were derived in Nakagami-m fading, which easily enabled us to evaluate the secrecy performance of the proposed schemes. In addition, unlike the conventional SRT with only IP vs. OP, in this paper, we proposed a new metric to assess the entire SRT performance, which lead to further research on the power allocation. Finally, the simulations demonstrated that our proposed schemes perform better than the scheme with no cooperative jammer.
APPENDIX A
Similar to [9, eq. (9) ], the PDF of f
Substituting (2) and (3) to (27) , the exact PDF and CDF of |g k * | 2 are respectively derived as (4) and (5). 
